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Company Background

Founded in 1994Founded in 1994 

Based in Nebraska

Private company with no Outside Funding

Dedicated to Research and Development 

IBM Advanced Business Partner

Member of IBM Developer’s Program

Microsoft Business Partner

Responsive Toll Free Technical Support (including off hours Emergency Support)Responsive Toll-Free Technical Support  (including off-hours Emergency Support)

Linoma Software provides innovative technologies for automating and securing dataLinoma Software provides innovative technologies for automating and securing data 
movement.  Linoma Software has a diverse install base of customers around the world 
including Fortune 500 companies, non-profit organizations and government entities.



Intro and Agenda

Panelists:Panelists:

Bob Luebbe – Chief Architect for Linoma Software

Sai Pullabhotla – Senior Architect for Linoma Software (FTP guru)( g )

Agenda:

Vulnerabilities with traditional FTP

OpenPGP Encryption

Introduction to Secure FTP (SFTP and FTPS)

Authentication - Key and certificate management

Advantages/disadvantages between SFTP and FTPS

Error notification and loggingError notification and logging

Introduction to GoAnywhere product for automating and securing FTP

* F l f t t ti i t l l* Feel free to enter questions in control panel



The 3 Truths about Standard FTP

1. You cannot always be sure that the entity with whom 
you are communicating is really who you think it isyou are communicating is really who you think it is. 

2. FTP data can be intercepted, so it is possible that it can 
be read by an unauthorized third party (attacker)be read by an unauthorized third party (attacker) 

3. If an attacker can intercept the data, they may be able 
to modify the data before sending it on to the receiverto modify the data before sending it on to the receiver. 



How can your transmissions be monitored?

Network sniffer toolsNetwork sniffer tools

Non-switched “shared” hubs (which pass traffic around the network)

Unsecured wireless networks

PC remote access software (e.g. gotomypc) to gain access to internal network

IP spoofing (hacker pretends to be a “trusted” partner)

Router vulnerabilities

Internet Service Providers (ISPs)



Sniffing FTP using WireShark (capturing user/password)

User and password in the clear



Sniffing FTP using WireShark (capturing data)

Fil i th lFile name in the clear

Data in the clear



Data Which Needs a High Level of Protection

Anything that is confidential to the organization, 
its employees and its customers

Credit card numbers

Personal Identity Information (e.g. Social Security Numbers, Birthdates, etc.)

Payroll information (e.g. wages)

Health-related information

Bank Account numbers

Driver License numbersDriver License numbers

Financial data 

Trade Secrets (e.g. product formulas)



Why Should You Protect This Data?

To comply with regulations:

HIPAA 

Sarbanes Oxley

Gramm-Leach-Bliley Act

State privacy laws

To avoid potential penalties and lawsuits

To comply with PCI Security Standards

To avoid bad public relations 

To ensure your continued employment (you don’t want to be the one that “takes the fall”)

“A senior database administrator at a subsidiary of 
Fidelity National Information Services took data 
b l i t 8 5 illi Thbelonging to as many as 8.5 million consumers. The 
stolen data included names, addresses, birth dates, bank 
account and credit card information, the company said.”
(Source: ComputerWorld, July 2007)



TERMSWidely used for protecting files to be sent over the internet

OpenPGP File Encryption 

OpenPGP standard is a non-proprietary 
and industry-accepted protocol which 
defines the standard format for encrypted 
messages, signatures and keys. 

Widely used for protecting files to be sent over the internet. 

Uses combination of Asymmetric-key and Symmetric-key
cryptology to provide high level of protection and speed

Private Key is the portion of a Key Pair 
which is used by the owner to decrypt 
information and to encode digital 
signatures.  The Private key, typically 
protected by a password, should be kept 
secret by the owner and NOT shared with

Encrypt with Public Key -- Decrypt with Private Key (Secret Key)

secret by the owner and NOT shared with 
trading partners.  Also known as a Secret 
Key.

Public Key is the portion of the Key Pair 
which is used to encrypt information 
bo nd fo its o ne and to e ifbound for its owner and to verify 
signatures made by its owner.  The 
owner’s Public key should be shared with 
its trading partners.

Caution: If an encrypted file is sent over a standard FTP connection, 
the FTP user ids, passwords and commands are still in the clear.



The 3 Main Benefits of Secure FTP

1. Secure FTP allows computer systems to ensure the identity 
of each other (Authentication). 

2. Secure FTP creates an encrypted connection between 
computer systems, preventing the interception of users, 
passwords and data (Data Privacy).

3. Secure FTP implements hash functions to ensure that data 
was not modified in transit (Data Integrity).



Two Types of Secure FTP

SFTP = FTP over SSH

FTPS = FTP over SSL/TLS



SFTP FTP SSH

SFTP

SFTP = FTP over SSH

SSH 2.0 is latest standard

Sometimes referred to as SCP 2.0

TERMS

SSH is an abbreviation for Secure Shell.  SSH is 
both a computer program and an associated 
network protocol designed for encrypting 

i ti b t t t t d h t

SFTP encrypts the entire connection

Authenticate using a user id and either a
• Password and/or

communications between two untrusted hosts 
over a network.   It utilizes Public keys to provide 
asymmetric cryptology. 

• Password and/or 
• Public key

Popular in UNIX and LINUX systems

Trading partner must have a SFTP server (in order to connect to them)

Most FTP commands are supported

SFTP Cli t SFTP ServerSFTP Client SFTP Server



Sniffing SFTP using WireShark (key exchange)

Key Exchange



Sniffing SFTP using WireShark (capturing data)

Encrypted Data



FTPS FTP SSL/TLS

FTPS

FTPS = FTP over SSL/TLS

Protects entire connection, including data, users
passwords, commands, etc.

TERMS

Authentication is a mechanism to positively 
identify the server, and optionally the client, by 
requesting credentials such as a password or a 
di it l i tAuthenticate using X.509 certificates

Explicit FTPS – Normal FTP available, but client can
explicitly request server to switch to SSL/TLS 

digital signature.

Certificate is a digital identification document 
that allow both servers and clients to authenticate 
each other.   A certificate contains information 
about a company and the organization that signed

Implicit FTPS – Server forces client to use SSL/TLS from
the initial connection (ask your trading partner if they 
support this first)

about a company and the organization that signed 
the certificate (such as Verisign).  

SSL is an abbreviation for Secure Sockets Layer.  
SSL is a security protocol for encrypting 
communications between two hosts over a 

Trading partner must have an FTP server enabled 
for SSL/TLS

network. SSL utilizes certificates to establish trust 
between the two hosts.  

TLS is the abbreviation for Transport Layer 
Security and is the successor to SSL.

FTPS Client FTPS ServerFTPS Client FTPS Server



Sniffing FTPS using WireShark (authentication)

Authentication



Sniffing FTPS using WireShark (capturing data)

Encrypted Data



Creating your Certificate

1 U SSL ifi1. Use a SSL certificate manager

2. Create a Certificate in your key store.

3. If your trading partner requires that your certificate is signed by a third party (not self-signed),y g p q y g y p y ( g ),
then follow the steps below:

a) Generate a Certificate Signing Request (CSR) and send it to an Issuer (i.e. your trading partner or a Certificate 
Authority (CA) like Verisign).

b) The Issuer will sign your Certificate and will send you a CA reply.

c) If the CA reply does not contain the certificate chain of the Issuer, then you must import this chain.

d) Import the CA reply into your key store.

4. If your certificate was not signed by a third party (self-signed), then Export your Certificate and send it 
to your trading partner.   In other words, the trading partner will trust your certificate, even though it 
was not signed by a CA.



Your Trading Partner’s Certificate

Follow these steps if you want to use your trading partner's certificate forFollow these steps if you want to use your trading partner s certificate for 
authenticating their server:

1. Request the certificate from your trading partner. 

2. Import their certificate into the Trusted Certificates Key Store. 

3. If this is a certificate chain, where the certificate that signed their certificate was signed by 
another certificate and so on, then all certificates in the chain must be added to your Key 
Store.Store. 



B th t d d ff hi h l l f d t t ti

Should I use SFTP or FTPS?

Both standards offer a high level of data protection

Mainly depends on trading partner’s capabilities

SFTP is simpler to implement authentication (just use a key or password)p p (j y p )

SFTP is very popular in the LINUX/UNIX world

SFTP uses the single port 22 for all communications, which is easy to open on your firewall

FTPS can use signed certificates (3rd party verification) to establish a chain of  trust, in 
which you don’t need certificates from each partner

FTPS often uses a random set of port numbers for each listing and data connection, which
your firewall may block (you may have to set up a range of allowable port numbers in your 
firewall and configure in client)



S FTP d t t t d t “ t t”

Secure FTP – Potential issue

Secure FTP does not protect data “at rest”

Is your trading partner protecting your data after it arrives at their site?

Your System

Plain-text file
Secure FTP Encrypted Tunnel

Trading Partner

Plain-text file
Secure FTP Encrypted Tunnel

(Protects user ids, passwords and data)

Hacker



S FTP ill t t FTP id d d d

Secure FTP and OpenPGP – A One, Two Punch!

Secure FTP will protect your FTP user ids, passwords, commands and 
data while in transit

OpenPGP will also protect your data in transit, but also “at rest”

Trading Partner

Ope G a so p otect you data t a s t, but a so at est

Your System

Plain-text file 

OpenPGP
(Public Key)

Plain-text file 

OpenPGP
(Private Key)

Secure FTP Encrypted Tunnel
(Protects user ids, passwords and data)

Encrypted fileEncrypted file

Note: Assumes that trading partner will decrypt your file 
only after it is moved to their internal protected network.



FTP Scripting and Management Issues

Programmers traditionally have to write Scripts,
CL programs, .BAT files, etc. 

Passwords are often stored in the scripts (in the clear) 

open ftp.bank.com 
user joe password
ascii 
get /inbound/ack837.txt
get /inbound/ack763 txt

Scripts need to be maintained by Programmers:
- When host names and IP addresses change
- When user ids and passwords change
- When file names change

get /inbound/ack763.txt
lcd /orderfiles
put ord7632.txt /outbound/
put ord9383.txt /outbound/
close

Can become very complex and unmanageable, 
especially as you add more trading partners 

Difficult to include/exclude files based on variables, wildcards, timestamps, sizes, etc. 

quit

Lacking IF/ELSE controls (commands typically just run in sequential order)

Some organizations use PC Tools for FTP/SFTP/FTPS transfers, in 
which files have to first be downloaded from corporate server:
- This exposes the file(s) on the PC (vulnerable to hackers)
- Download is often done manually to PC, which consumes time and is subject to errors



Error Trapping and Notification Issues

Difficult to find and analyze FTP logs to determine when problems occur

Example portion of a traditional FTP log:

> cd testftp> cd testftp                                 
250 "TESTFTP" is current library.            
Enter an FTP subcommand.                     
> lcd testftp                                
Local working directory is TESTFTP           
Enter an FTP subcommand.                     
> put demodemo                               
File DEMODEMO in library TESTFTP not found.  
Enter an FTP subcommand.                     
> quit

How do you know it failed?

Manually or programmatically read through the OUTPUT log to find errors

> quit                                       
221 QUIT subcommand received.

Are you notified when problems occur… or do you wait for the trading partner to call you?



Product Summary

GoAnywhere Director™ streamlines and manages data movement through an 
innovative centralized approach It allows your organization to connect to almost anyinnovative centralized approach.  It allows your organization to connect to almost any 
system (internal or external) and securely exchange data using a wide variety of 
standard protocols.  

GoAnywhere Services™ allows trading partners and employees to securely connect 
to your organization and easily retrieve or upload files.   Popular file transfer and 
encryption standards are supported without the need for proprietary client software.



Product Diagram



Benefits

Moves data throughout the Enterprise 

Streamlines data transmissions with Trading PartnersStreamlines data transmissions with Trading Partners

Eliminates or minimizes:
- Custom programming traditionally needed 
- Manual processes

System Administration costs- System Administration costs
- Single function tools and PC products
- Inefficient and costly VANs and Dial-Ups

Secures data sent over the Network and Internet 
(SFTP FTPS SCP O PGP ZIP ith AES)(SFTP, FTPS, SCP, OpenPGP, ZIP with AES)

Decreases transfer times through compression 
(ZIP, GZIP, TAR)

T l t d t b t l f tTranslates data between popular formats 
(XML, Excel, CSV, Delimited Text, Fixed-Width Text)

Provides centralized point-of-control and administration

Includes detailed logging and message alerts 

Implements industry standards
Includes integrated Key Management tools for 
OpenPGP keys, SSL Certificates and SSH Keys.



Introduction

Customer installable – Less than 30 minutes typically

Includes over 50 different business processes (Tasks)Includes over 50 different business processes (Tasks)

Project-based design allows “chaining” of multiple Tasks together

Automate Projects with built-in scheduler

Launch Projects from other platforms, applications and programming languages



Automated Transfers – Outgoing

Database
Local File 
System

Convert

- Excel
- XML
- Delimited (CSV)
- Fixed Width

Options

- ZIP
- GZIP
- PGP Encrypt

Database
FTP 

SFTP
FTPS

Email HTTP(S) Local File 
System



Automated Transfers – Incoming

FTP 
SFTP
FTPS

Email HTTP(S) Local File 
SystemFTPS

OptionsOptions

- UNZIP
- GUNZIP
- PGP Decrypt

Convert

- Excel
- XML

Local File 
System

- XML
- Delimited (CSV)
- Fixed Width

Import

Database



GoAnywhere Administrator

Browser based front-end for configuring GoAnwhere Projects

Intuitive screens and wizards - AJAX enabled

All definitions stored on server

Graphical dashboard
Define Resources and Projects- Define Resources and Projects

- Schedule and execute Projects
- Monitor active Jobs
- View Job Logs
- Configure User Authority
- View statistics



RUNPROJECT example (CL)

Monitor for message ids

Any errors are placed in job log

Retrieve any errors with RCVMSG command



Example Job Log

1/21/08 9:38:07AM  INFO  Start Date and Time: 1/21/08 9:38:07 AM
1/21/08 9:38:07AM INFO Job Number: 12003258358581/21/08 9:38:07AM  INFO  Job Number: 1200325835858 
1/21/08 9:38:07AM  INFO  Project Name: /Demo/DB to Excel to Zip and FTP
1/21/08 9:38:07AM  INFO  Submitted By: administrator

1/21/08 9:38:07AM  INFO  Executing task 'Retrieve Records‘
1/21/08 9:38:07AM  INFO  Executing statement select * from LIBRARY.EMP
1/21/08 9:38:08AM  INFO  Query execution produced a rowset
1/21/08 9:38:08AM  INFO  Finished task 'Retrieve Records‘

1/21/08 9:38:08AM  INFO  Executing task 'Create Excel File‘
1/21/08 9:38:09AM  INFO  8 record(s) were written
1/21/08 9:38:09AM  INFO  Finished task 'Create Excel File'

1/21/08 9:38:09AM  INFO  Executing task 'Create ZIP File‘
1/21/08 9:38:09AM  INFO  Compressing file '/files/employees.xls‘
1/21/08 9:38:09AM  INFO  Number of files compressed: 1
1/21/08 9:38:09AM  INFO  Finished task 'Create ZIP File‘

1/21/08 9:38:09AM  INFO  Executing task 'FTP the ZIP File‘
1/21/08 9:38:09AM  INFO  Connecting to '192.168.1.2' at port '21' 
1/21/08 9:38:10AM  INFO  Executing sub-task 'put‘
1/21/08 9:38:10AM  INFO  Setting the data type to AUTO
1/21/08 9:38:10AM  INFO  Uploading ‘/files/employees.zip’
1/21/08 9:38:12AM  INFO  1 file(s) were uploaded successfully
1/21/08 9:38:12AM  INFO  Finished sub-task 'put‘
1/21/08 9:38:12AM  INFO  Closed the FTP connection
1/21/08 9:38:12AM  INFO  Finished task 'FTP the ZIP File'

1/21/08 9:38:12AM  INFO  Finished module 'main‘
1/21/08 9 38 12AM INFO Fi i h d j t 'DB t E l t Zi d FTP‘1/21/08 9:38:12AM  INFO  Finished project 'DB to Excel to Zip and FTP‘
1/21/08 9:38:12AM  INFO  End Date and Time: 1/21/08 9:38:12 AM 





Diagram



Overview

Allows your trading partners and employees to securely
connect to your organization and easily retrieve or upload files.   

Supports open transfer protocols of FTP, SFTP, FTPS, HTTP/s

Can secure transmissions with SSL/TLS or SSH encryption

Provides a pure web client for simple file transfers

Includes event triggers based on user-defined conditions

Generates detailed audit logs and alert messagesGenerates detailed audit logs and alert messages

Provides trading partner account wizards and permission controls

Intuitive browser-based interface for administration and monitoring 

No programming or special skills needed

Installs to AIX, HP-UX, IBM System i, IBM System p, IBM System z, Linux, 
Microsoft Windows Sun Solaris and UNIXMicrosoft Windows, Sun Solaris and UNIX



Trading Partner Management

Unlimited number of trading partners can be configured

Grant individual permissions or adopt permissions from groupsGrant individual permissions or adopt permissions from groups

Restrict access based on the type of service (FTP, SFTP, FTPS, HTTP/s)

Restrict access to certain functions (e.g. upload, download, delete, rename, etc.)( g p , , , , )

Automatically send email with user id and password



Web Client

Allows your trading partners simple access to your system for exchanging files

Authenticate with user ids/passwords/certificates with granular permission controlsAuthenticate with user-ids/passwords/certificates with granular permission controls

Full audit trails and event triggers

Rebrand with your company logo



Integration with GoAnywhere Director

GoAnywhere Director can send/retrieve files
to/from GoAnywhere Services

GoAnywhere Services can call Projects
in GoAnywhere Director based on triggers

Triggers based on file upload, download,gg p
rename, etc.

Pass parameters, such as user and file name

Can run multiple triggers per eventCan run multiple triggers per event



Audit Logs

Audit logs stored for every transaction (login, upload, download, rename, etc.) for all services

Search using a wide variety of filter criteriaSearch using a wide variety of filter criteria

View on-line or export to CSV



Installation Requirements

System i:

- Operating System V5R3 or higher- Operating System V5R3 or higher 
- JVM 1.5
- Disk space requirements 75 MB
- Memory requirements 256 MB

i dWindows:

- Operating System Windows 2000, 2003, 2008, XP, Vista
- JVM 1.5 (installed with product)
- Disk space requirements 125 MBDisk space requirements 125 MB
- Memory requirements 256 MB

UNIX / Linux / AIX / Solaris / HP-UX:

Operating System LINUX or UNIX- Operating System LINUX or UNIX
- JVM 1.5 (installed for Linux)
- Disk space requirements 125 MB
- Memory requirements 256 MB



How to Contact Us

Web site: www GoAnywhereMFT comWeb site: www.GoAnywhereMFT.com
E-mail: sales@linomasoftware.com

Toll-free: 1-800-949-4696
Direct: (402) 944-4242Direct: (402) 944 4242
Fax: (402) 944-4243

Address: 1409 Silver Street
Ashland NE 68003 USAAshland, NE 68003  USA


